In this paper, we consider the problem of network design for hazardous material transportation where the government designates a network, and the carriers choose the routes on the network. We model the problem as a bilevel network flow formulation and analyze the bilevel design problem by comparing it to three other decision scenarios. The bilevel model is difficult to solve and may be ill-posed. We propose a heuristic solution method that always finds a stable solution. The heuristic exploits the network flow structure at both levels to overcome the difficulty and instability of the bilevel integer programming model. Testing on real data shows that the linearization of the bilevel model fails to find stable solutions and that the heuristic finds lower risk networks in less time. Further testing on random instances shows that the heuristically designed networks achieve significant risk reduction over single-level models. The risk is very close to the least risk possible. However, this reduction in risk comes with a significant increase in cost. We extend the bilevel model to account for the cost/risk trade-off by including cost in the first-level objective. The biobjective-bilevel model is a rich decision-support tool that allows for the generation of many good solutions to the design problem. ᭧
Introduction
Large quantities of hazardous materials (hazmats) are shipped on North American highways every day. While there is some level of risk involved with any movement of goods, hazmat shipments are associated with significant levels of risk, due to the nature of the cargo. For example, an accident involving a gasoline truck can result in a major fire on a highway and risk the lives of many drivers. Perhaps more serious is an accident involving a chlorine truck, which can result in injuries to individuals near the accident and the evacuation of the population nearby. Despite the good record of the industry, the public remains concerned about hazmat shipments, due to the low probability but high consequence of the risks. One way authorities mitigate hazmat transport risks is to confine them to a subset of available roads. Most cities designate "dangerous goods routes" for hazmat trucks. This paper deals with the design of a hazmat transport network both in and through a city.
In a city, hazmat trucks can be classified into two groups: (1) trucks that pass through, (2) trucks that originate from a supply location or are destined to a demand location in the city. While a simple ring road may be sufficient to route the hazmat trucks in group 1 away from the major population pockets, trucks in group 2 require a denser network that allows them access to major industrial areas. Once the hazmat network is designed, carriers are obliged to stay on the The reduction in risk achieved using a bilevel model comes with a significant increase in cost. Whether or not this cost increase is acceptable depends on the decision makers. Perhaps the most comprehensive way to model the design problem is to include transport costs in the first-level objective. Although the main concern of the government may be public risk, it is reasonable to assume that they would be somewhat concerned about the financial cost imposed on the industry. We extend the bilevel model to account for the cost/risk trade-off by including cost in the first-level objective. The biobjective-bilevel model allows decision makers to trade off risk and cost. We believe this is the first paper to pose the biobjective-bilevel network design problem.
We discuss the alternative hazardous material network design scenarios in Section 2. We present the bilevel network design model in Section 3 and describe the solution procedure in Section 4. Section 5 gives our computational experience, where we also introduce the biobjective-bilevel model. We conclude the paper in Section 6.
Four network design scenarios
We analyze the network design problem assuming that the government aims to minimize risk and that the carriers aim to minimize cost. We consider four different scenarios which are differentiated by how the decisions of the two parties interact.
Scenario 1 (unregulated model): The government takes no action. The hazmat network is then determined by the carriers. This is the worst-case scenario from a risk perspective and may be unrealistic. Under this scenario, the hazmat network is determined by solving a multi-commodity network flow formulation with cost minimization as the objective. Denote the risk and cost associated with the minimum cost solution by R 1 and C 1 , respectively.
Scenario 2 (over-regulated model): The government has the authority to impose certain routes on each carrier. This is the best-case scenario: the hazmat network and carrier routes are determined by the government. However, it implies over-regulation and may not be very realistic, as it requires monitoring every shipment. Nevertheless, it provides useful information, namely the lowest possible risk in the system. Under this scenario, the hazmat network is determined by solving a multi-commodity network flow formulation with risk minimization as the objective. Let R 2 be the optimal risk level and C 2 be its associated cost.
Scenario 3 (two-step model): The government has the authority to impose the same network on all carriers. Carriers then determine their minimum-cost routes. We assume that the government faces a single-level decision problem and does not account for the bilevel nature of the decision process. The hazmat network and risk level, in this case, are determined in two steps. First, the government finds a minimum risk network (which will be the same network as the one found under Scenario 2). Then, the carriers find minimum cost routes with a total cost of C 3 . The risk level R 3 is thus the total risk associated with the flow of commodities on the minimum cost routes. One can think of this scenario as the more liberal (or less regulated) version of Scenario 2.
For the three scenarios, the minimum risk and minimum cost networks can be calculated exactly by solving a multicommodity network flow problem.We now provide a numerical example to illustrate that a multi-commodity network flow model is not a good representation of the design problem. Fig. 1 shows a symmetric graph of eight vertices and two commodities with OD pairs (1, 8) and (2, 8) , respectively. For simplicity, assume that the cost for both commodities is the same. The risk and cost terms are shown in the figure. If the carrier is allowed to route freely (Scenario 1), it will select the minimum cost routes {(1, 3), (3, 8) } and {(2, 5), (5, 6) , (6, 8) } with a total cost of 6 units and total risk of 16 units. Under Scenario 2, the minimum risk routes are {(1, 3), (3, 6) , (6, 8) } and {(2, 5), (5, 6) , (6, 7) , (7, 8) } with a total risk of 11 units. Fig. 1b shows the union of the two minimum risk paths. If the government designates this network as the hazmat transport network, but allows the carrier to choose its routes (Scenario 3), the latter will select the minimum cost routes {(1, 3), (3, 6) , (6, 8) } and {(2, 5), (5, 6) , (6, 8) } with a total cost of 8 units and total risk of 13 units. This risk is higher than what the government anticipates. Thus, by ignoring the effect of the carriers' choices on the actual risk level, the government finds a network that may result in far higher risk than is expected. In order to effectively manage risk, the government should include the response of the carriers in its decision problem. This leads to a fourth scenario.
Scenario 4 (bilevel model): The government considers the actual use of the hazmat network by the carriers. It faces a bilevel decision problem. Denote the risk by R * 4 and cost by C 4 . It follows from the definition of the decision scenarios that R 2 R * 4 , R * 4 R 3 , and R * 4 R 1 . Thus, the over-regulated model risk R 2 is a lower bound on the bilevel optimal risk R * 4 . R 3 and R 1 are valid upper bounds. The lower bound is valid when the bilevel model is solved heuristically, but the upper bounds are not. However, if a heuristic solution leads to a risk higher than an available upper bound, the government is better off with the network that gives the lowest upper bound.
The bilevel network design model
The hazmat network design problem is a graph theoretical problem defined on a directed graph G = (V , A), where V is the set of vertices, and A is the set of arcs of the graph. A vertex corresponds to a road intersection, and an arc corresponds to a road segment on the network. The network design problem finds a network to transport K commodities between their respective origins and destinations. Each commodity corresponds to an OD pair. Let (s(k), t (k)) be the OD pair of commodity k, k ∈ {1 . . . K} and d k be the corresponding number of shipments. The parameters r ij k and c ij k refer to the risk and cost associated with a unit flow of commodity k on arc (i, j ), respectively.
Let
is used by commodity k in the optimal network. Binary variable y ij = 1 if arc (i, j ) or arc (j, i) is in the network solution. The bilevel multi-commodity network flow model (BLF) is BLF min
The objective (1) of the government is to minimize the total risk on the network used by the carriers, while that of the carriers (3) is to minimize cost. Constraints (2) state that both arcs (i, j ) and (j, i) are open for use if any one of them is used by any of the shipments. Constraints (4) ensure the flow of commodity k from its origin to destination. Constraints (5) ensure that only edges selected by the government can be used by the carriers. Constraints (6) are binary requirements on the variables. BLF is similar to the bilevel model first proposed by Kara-Verter [9] . It is composed of two nested decision problems. The inner decision problem represents the decision of the carriers (follower) for some choice of the (y) variables. The outer decision problem (ODP) is the decision of the government (leader). The constraint region of BLF is defined by the constraints of the inner and outer problems which is the set of feasible paths for all commodities on graph G. The feasible set of the carriers for each decision of the government is given by the set of feasible paths on a restricted graph defined by A(y) ⊆ A, the set of arcs of A such that y ij = 1. The rational reaction set is the set of minimum cost paths of the carrier for each decision of the government. The set over which the government optimizes is the inducible region, the set of all feasible paths for the government and the carriers, such that minimum-cost paths are selected by the carriers, given the decision of the government. For comprehensive references on bilevel programming, we refer the reader to Bard [10] and Dempe [11] .
On the one hand, BLF is well defined because any set of shortest paths between the OD pairs is an element of the constraint region. Moreover, the rational reaction set is nonempty for any network determined by the government, as the network itself is a feasible solution for the carriers. The carriers' decisions are not trivial, unless the network proposed by the government is acyclic.
On the other hand, BLF may be ill-posed, since the rational reaction set is not single-valued for all y. For example, refer to Fig. 1 , and change the cost of edges (6-8) and (6-7) to 5 and 2, respectively. Then, the carriers have multiple minimum-cost paths. These solutions have different risk levels. For instance, if commodity 1 is assigned path (3, 6) , (6, 8) } the total risk increases by 4 units. Therefore, the government cannot induce the carriers to use the paths that achieve the lowest risk, and the problem does not have an optimal stable solution. In this case, it is preferable for the government to find a perturbed network with a small deviation from the best one and on which the risk of the carriers' network is stable.
It is worth noting that if the risks and costs are collinear (proportional): i.e. r ij k = × c ij k , where is a constant, the minimum-risk network also has minimum cost. Let p 1 and p 2 be two paths linking verticesT andÊ ∈ V . The risk associated with path p l , l ∈ {1, 2}, and with commodity k is R lk = (i,j )∈p l r ij k . Without loss of generality, let us assume that R 1k R 2k . Then C 1k C 2k , where C lk is the cost associated with path p l and commodity k, because
In other words, in the presence of cycles, if there is a lower cost path, it also has a lower risk. So, the single-level decision of the government is optimal for the carriers, and the bilevel decision problem reduces to a single-level problem. Although these conditions trivialize the problem, it is highly unlikely that they will hold, given the problem context. It is safe to assume that travel costs will be linear functions of distance (for short distances, like those under consideration in this paper). Usually, accident frequencies are computed by multiplying the accident rate by the length of an edge. Hence, we can assume that the accident frequency is a linear function of distance. However, risk includes consequence and probability; the collinearity assumption will only hold if we are dealing with a constant consequence (as in constant population density along edges). Hence, we cannot, in general, assume that cost and risk will be collinear. The test instances used in this paper do not have collinear costs and risks and hence can be ill-posed.
Heuristic solution of the bilevel model
While BLF is a difficult problem, it is composed of single commodity shortest path problems that are easy to solve when isolated. We exploit this characteristic to propose a heuristic that solves the government and carrier decision problems iteratively on modified/restricted graphs.
The heuristic finds a network that minimizes the risk objective by solving a minimum risk path for each commodity. Call the resulting network N with an associated risk value of R. If this network is passed to carriers, the actual risk value Act_R corresponds to the paths chosen by the carriers. To calculate the actual risk, we solve a minimum cost path on N for each commodity. If R = Act_R, then a solution is found. Otherwise, there is at least one commodity k that does not use the same path as that proposed by the government. In order to eliminate the difference between the choices of the government and the carriers, we eliminate arcs iteratively. By eliminating arcs, we restrict the solution space of the government. The risk value R is then expected to increase. This is not necessarily true for the cost value and the actual risk Act_R, because there is no (exclusion/inclusion) relationship between the consecutive networks, on which the carriers optimize.
We propose two arc selection rules. The first rule finds an arc (T,Ê) that is not used in the solution of the government but used in the solution of the carriers for some commodity k. In other words, commodity k uses a different path than the one found under the minimum risk objective. Such an arc exists, because otherwise Act_R = R and the algorithm stops. In case multiple arcs are available, the one with the highest risk is chosen (max-risk rule). The second selection rule uses the fact that the shortest path problem has the integrality property. This rule finds the candidate arcs in the same way as the first rule but selects an arc with the highest reduced risk (max-reduced-risk rule), where the reduced risk of an arc is the increase in total risk when the arc is included in the solution network. The steps of the algorithm follow.
Initialization: t = 0, A t = A, best_R = ∞, set arc selection rule. Iteration t :
Step 1: Solve K minimum-risk path problems on A t .
Let x t k and R t k be the corresponding optimal solution and risk value for commodity k. Set y t ij = 1 if x t ij k = 1 or x t jik = 1. Let A(y t ) be the network defined by y t with risk R t = k∈{1...K} R t k .
Step 2: Solve K minimum-cost path problems on A(y t )
Let z t and C t be the corresponding optimal solution and cost value and Act_R t be the risk associated with z t . Update the best solution found: if Act_R t < Best_R then Best_R = Act_R t
Step 3: If Act_R t = R t , then a potential heuristic network is determined by z t with risk level Act_R t . Go to Step 5.
Step 4: Let (i, j ) be an arc found according to the selection rule, remove arcs (i, j ) and (j, i) from the network, t = t + 1, A t+1 = A t − {(i, j ), (j, i)}, and go to Step 1.
Step 5: (Stability check) Define A the network determined by y t as
Let R be the objective value of NF_check. If R = Act_R t , then A is a stable heuristic network with risk Act_R t . Stop. Else, A is not a stable network, and the actual risk may be as high as R. Go to Step 4.
In
Step 3, the condition R t = Act_R t implies that the actual risk cannot be improved by removing more arcs. In the implementation, we use (Act_R t − R t )/R t 1e − 5 instead. When this condition holds, the network A associated with the minimum-cost solution z t and minimum cost C t is a heuristic solution that may be ill-posed. When A has cycles, there may be multiple minimum-cost solutions with different associated risk values. In that case, the risk is bigger than or equal to Act_R t , because the latter is equal to the lowest possible risk R t on A(z t ). To check whether or not A is stable, it is sufficient to check if the minimum-cost network flow problem defined on A has multiple solutions with different risk values. To verify this condition (Step 5), we solve the network flow problem (NF_check) with an upper bound constraint on the cost. The objective is to maximize risk. Let R be its optimal objective value. If R = Act_R t , then A is a stable heuristic network with risk Act_R t . Else, R > R t implies that there is at least one network on A with equal cost but higher risk. Hence A is not a stable solution, and the actual risk may be as much as R, depending on the choice of the carriers. In this case and in order to protect the government from the worst case scenario, we continue the elimination of cycles until a stable solution is obtained. As a result of adding the upper bound constraint, NF_check does not separate into shortest path problems and does not have the integrality property anymore.
Note that although we consider the general case where the underlying road network is directed, the network determined by the government (and passed to the carriers) is undirected. For example, suppose that a street segment is two-way, but the inner problem finds only one of the directions. As the government cannot force the carriers to use a two-way street in only one direction, the network should include this edge in both directions. We account for this fact in the bilevel model and in the heuristic by constraints 2. The model and heuristic handle one-way streets by setting the associated objective coefficients to a very large number.
Numerical analysis
We implement the heuristic algorithm in Matlab 6.5 and solve the network flow problems using Cplex 8.1. We perform all testing on a SunUltra Sparc 450 using data from the city of Ravenna, Italy [8] . The data provide information about the road network and about the origins and destinations of hazmats. The road network is composed of 105 vertices (|V | = 105) and 134 edges. We know the costs of traveling along the edges (actual distance), the population densities around the edges, and the locations and populations of places of assembly in the city (such as schools, churches, hospitals, factories, and office buildings). We use these data to calculate risk, which is measured as the product of the frequency of release in case of an accident and a population figure; the result is three risk measures: (1) on-arc, (2) around-arc, and (3) aggregate.
We calculate risk on-arc using population density along an edge and risk around-arc using population in its proximity. We calculate the aggregate risk measure, as in Erkut and Alp [8] , by using the population in places of assembly within 500 m of the edges. The three risk measures are not generally collinear to the cost. Thus, the network design problem is not generally stable. The network flow models are directed. Hence, we create a directed network by associating two arcs with each edge. We perform testing on the OD pairs provided and on randomly generated pairs.
We perform testing in two phases and under the four decision scenarios discussed in Section 2. In phase 1, we investigate the significance of the bilevel model and we compare the heuristic to the solution of the linearized model by Cplex. In phase 2, we enrich the decision problem by adding a cost minimization objective to the first level. This enhancement recognizes that the government cannot be insensitive to the cost consequences of the network design. Carriers will have to pass increased costs on to consumers, and a more complete model should trade off costs and risks at the government level. In this phase, we extend BLF to a biobjective-bilevel formulation, where the outer objective minimizes a weighted sum of risk and cost.
In Section 5.1, for the first three scenarios discussed in Section 2, we calculate the minimum-risk and minimum-cost networks exactly by solving a multi-commodity network flow problem. For the fourth scenario, we find a heuristic solution using the heuristic described in Section 4. Let R 4 and C 4 be the heuristic solution's risk and cost, respectively.
In the tables, we provide the risk and cost measures by normalizing them via division by R 4 and C 4 , the risk and cost of the bilevel design. For instance, R 1 /R 4 is calculated as
In addition, we provide the number of iterations performed by the heuristic (which is equal to the number of edges removed), and the CPU time in seconds. 
Phase 1 Ravenna data
In the Ravenna data, there are shipments between 35 different OD pairs, and the number of shipments between each OD pair is given. We solve the design problem under the four decision scenarios described earlier. We experiment with the three risk measures and the two arc selection rules. We set up the linearization of BLF by replacing the inner problem by its KKT conditions and by linearizing the complementarity slackness conditions. We then solve the linearized model using Cplex. Denote by R 5 the actual risk associated with the Cplex solution and C 5 its cost. Table 1 shows the results, and Fig. 2 gives selected solution networks. Figs. 2a-c show the networks found by the heuristic under each of the risk measures with the max-reduced-risk rule.
Under all three risk measures, the linearized model solved by Cplex fails to produce a stable solution. All Cplex solutions correspond to minimum risk solutions (Scenario 1). When checked for stability, the actual risk and cost values are similar to those produced by Scenario 3. In summary, the heuristic finds stable network designs with lower levels of risk and in less CPU time then Cplex. The heuristic performs a small number of iterations and lasts a few seconds in all experiments. The number of iterations and CPU time used by the heuristic are comparable under both rules. R 1 /R 4 Table 3 Detailed results on the random test problems using (a) the aggregate risk measure and the max-risk arc selection rule; (b) the aggregate risk measure and the max-reduced-risk arc selection rule Table 4 Summary results on the random test problems using the aggregate risk measure provides a measure of how much risk reduction is possible, by designing a hazmat transport network and restricting all hazmat shipments to this network. Clearly, under all settings there is a substantial reduction in the risk level. The reduction is highest under the aggregate-risk measure where R 1 is 17 times higher than R 4 . This is because a network designed with a minimum risk objective would avoid the edges near major places of assembly, whereas carriers may use such edges in the absence of restrictions. As one would expect, costs increase with regulation. The cost level increases significantly under the bilevel model, as compared to the unregulated model, as given by C 1 /C 4 . C 4 can be as much as twice C 1 . R 2 /R 4 shows how close the risk level found by the bilevel heuristic is to the lowest risk solution. The network calculated by the heuristic is at most 2.5% from the lowest risk network. It is, on average, 1.62% under the max-risk rule and 1.28% under the max-reduced-risk rule. Thus, a bilevel design can come very close, in terms of risk level, to the (unrealistic) benchmark solution that requires a regulation of all routes. In addition, the bilevel design improves the cost in half of the tests, as shown by C 2 /C 4 . R 3 /R 4 gives the improvement of the bilevel decision model over the two-step model. The bilevel model leads to a lower risk level in all the tests. The difference is, on average, 4.47% and can be as much as 9.98%. On the other hand, C 3 /C 4 shows that the increase in cost associated with the reduction in risk is not significant. C 4 is on average higher than C 3 by 6.3% under the max-risk rule and 1.85% under the max-reduced-risk rule. In general, the max-reduced-risk rule leads to better designs than the max-risk rule.
Random test problems
In an effort to test the algorithm on more problem instances, we use the Ravenna network as a testbed to generate additional instances by generating OD pairs randomly from the 105 vertices of the network. We set the number of OD pairs K = 20, 30, 40, 50, 60. For each value of K, we fix the number of distinct origins and the number of times each origin repeats, as given in Table 2 . For example, the first row of Table 2 suggests that when K =20, there are five distinct origin vertices. The first vertex is the origin of five commodities, the second is the origin of six commodities, etc. Then, we generate the origins and destinations randomly. For each instance, let S be the set of origins generated so far; the next origin i is generated randomly in V − S, and the destination is generated randomly in V − {i}. The demand for each OD pair is generated uniformly in [10, 100] and rounded to the nearest integer. For each value of K, we generate 10 random instances. All instances are generated before testing, and the same instances are used throughout. Tables 3a,b and 4 give the detailed and summary results on the random instances. All tests are performed using the aggregate-risk measure and both the max-risk and max-reduced-risk arc selection rules.
Both the detailed and the summary results support the observations from the first instance with actual data. All the heuristic network solutions are stable. The reduction in risk due to regulation is, in most cases, more than fourfold (R 1 /R 4 ). The heuristic finds good quality solutions (low risk), when compared to the over-regulated model. The heuristic finds the lowest possible risk in half of the tests. On average, the risk level is within 2% of the lowest risk. Moreover, the bilevel design improves the cost level over the over-regulated model in most cases. The reduction in risk over the two-step model is substantial and increases as the number of commodities increases. However, the low risk figures are achieved at the expense of a significant increase in cost. Table 4 indicates that when one moves from the Table 5 35-commodity instance results with biobjective function using the aggregate risk measure and the max-reduced-risk arc selection rule Table 6 Summary results on the random test problems with biobjective function, using the aggregate risk measure and the max-reduced-risk arc selection rule 
The heuristic is modified by changing the objective of ODP to (7) . In what follows, we refer to the weighted sum of risk and cost as the weighted risk. The heuristic finds a network solution on which the weighted risk calculated by solving ODP is equal to the actual weighted risk resulting from the solution of IDP. To check the stability of the heuristic network, NF_check is solved with a weighted objective function. We perform tests for = 0.01, 0.05, 0.10, 0.25, 0.50. Table 5 gives the results for the actual instance, and Table 6 gives the summary results for the random instances generated on the Ravenna network. Each row gives the results for some value of . Fig. 3 shows the solutions of the actual instance under each value of including value 0. In the tables, R 2 and R 4 correspond to the risk portion of the weighted risk in the over-regulated and bilevel scenarios. Consequently, R 2 is no longer a valid lower bound to R 4 . All tests are performed using the aggregate-risk measure and the max-reduced-risk arc selection rule.
As increases, one can make the following observations based on the experiment:
• the reduction in risk over the unregulated case becomes less significant but still substantial,
• risk levels move farther away from the over-regulated scenario,
• the reduction over the two-step model becomes more significant, • the network becomes denser,
• the cost improves and comes closer to the cost of the unregulated model and even closer to the cost of the two-step model.
It seems that the biobjective-bilevel model can effectively produce a number of network designs and allow the decision makers to trade off risk and cost directly in their final design selection.
Conclusion
In this paper, we developed and tested a simple heuristic for a bilevel network design problem for hazmat transportation. The risk-minimizing model explicitly accounts for the cost-minimizing routing decisions that will be made by individual carriers on the given network. The heuristic always generates a stable network solution and protects the government from the worst case scenario when the problem is ill-posed. In this case, the linearization of the bilevel model fails to find a stable solution. The results are encouraging. The heuristic is very fast on a problem instance of realistic size. The risk generated by the shipments on the heuristically designed network is very close to the lowest risk possible, which leads us to conclude that the heuristic solution is close to the optimal bilevel network. Furthermore, the empirical results indicate that a substantial reduction in risk over the unregulated case can be achieved by using the bilevel model to design a hazmat network. As one would expect, this risk reduction comes with an accompanying increase in cost.
We generalized the risk-minimizing bilevel model to a biobjective model by including transport cost in the first level. Clearly the biobjective-bilevel model is a rich decision-support tool that allows for the generation of many good solutions to the design problem. (Given our heuristic for the bilevel problem, we cannot claim that the solutions are Pareto-optimal.) The selection of the final design among these good solutions would depend on the cost/risk trade-offs and the preferences of the decision makers. However, it is easier for a decision maker to compare two designs on their estimated total cost and risk and to select one, than to explicitly articulate a cost/risk utility function. Hence, we suggest varying alpha to solve a number of design problems and then using an interactive procedure that computes the marginal design.
